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Recommendation: 

 
1. That the Audit Committee notes the numbers of Non Disclosure Order and 

case information breaches reported in Q3 2014-15. 
 

 
 
 
 
 

Reason for Report: For noting 

 

Resource Implications: Within approved budgets 

 

Strategy: Within approved plans 

 

Consultation: EMT 

  

Document Classification: Internal use only 
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1. Introduction 
 

 1.1 The Audit Committee is informed on a quarterly and annual basis of the 
numbers of reported incidents of breaches of case information and Non 
Disclosure Orders.  The report at appendix 1 provides this information 
for the period 1 October 2014 to 31 December 2014, and gives 
comparisons with previous years.  

   
2. Recommendation 

 
 2.1 That the Audit Committee notes the numbers of breaches of Non 

Disclosure Orders and case information in Q3 2014-15.  
 
 

3. Appendices 
 

 3.1 Breaches of Non Disclosure Orders and case information reported 
between 1 October and 31 December 2014. 
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Breaches of Non Disclosure Orders and case information reported 
between 1 October and 31 December 2014 
 
 
Introduction 
 
SCRA monitors the numbers of breaches of Non Disclosure (ND) Orders and of case 
information.  The purposes of this are firstly to ensure that the necessary actions are 
taken when a breach occurs to safeguard the individuals concerned, and secondly to 
monitor compliance with relevant legislation1 and act on areas for improvement. 
 
SCRA Localities report breaches to Head Office for monitoring and to Senior 
Managers to follow up on any required investigation or actions.   
 
Comparison of numbers of Non Disclosure Orders and case information breach 
incidents in Q3 from 2010-11 
 
Figure 1 provides a comparison of the numbers of incidents were ND Orders or case 
information were breached in Q3 each year.  It shows the total numbers of breach 
incidents and numbers where SCRA was the cause. 
 
Figure 1 

 
* Case information breaches weren’t recorded in 2010-11. 
 
  

                                            
1
 Children’s Hearings (Scotland) Act 2011 (Non Disclosure Orders) 

Data Protection Act 1998, and Public Records (Scotland) Act 2011 (case information breaches) 
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Non Disclosure Order breaches 
 
Source of ND Order breach 
Sixteen ND Order breaches were reported, and these occurred in 14 incidents.  
Eleven were breaches of Hearing Orders, two were breaches of Sheriff Orders and 
three were not recorded. 
 
Ten of these breaches (nine incidents) were caused by SCRA.  The SCRA breaches 
occurred in five Localities: Glasgow – four breaches; Grampian – two breaches; 
Central  two breaches, North Strathclyde – one breach, and Ayrshire - one breach. 
 
The remaining six breaches (five incidents) were caused by health (two breaches in 
two incidents), and social work/ local authority (three breaches in two incidents), 
court (two breaches in two incidents). 
 
Risk 
Three of the 16 ND Order breaches were assessed as high risk, three as medium 
risk, and six as low risk.  There was no risk assessment for four ND breaches.   
 
In ten ND Order breaches it was the child’s address or placement address that was 
disclosed, in three the child’s school, in two the foster carer’s name, and in one the 
child’s sibling’s address.  Four cases involved adoption/permanence proceedings. 
 

Case study 1 
Child’s CSO included in the papers sent to his parents prior to a Hearing.  CSO has not been 
redacted by SCRA and contains the name and address of child’s carers.  The mother’s 
solicitor notices and retrieves papers from parents and returns to SCRA.  It is not clear if the 
parents have realised that child’s address was on CSO.  However, they have a history of 
violence and may try to remove child from placement.  Risk assessed as high to child’s 
placement and to physical and emotional welfare of child and carers.  Actions taken:  carers 
informed, police marker put on their address, CCTV and security cameras fitted to their 
home, team meeting – all staff reminded of need to double check, refresher training held for 
team on non-disclosure. 

 

Case study 2 
Father discloses in a Hearing that he knows where his child lives and that he got this 
information in letter from the NHS.  He will not say how long he has known.  He has a history 
of making threats and abusive language, but has not made any attempt to contact child or 
disrupt placement.  Social work do not consider it necessary to move child.  Risk is assessed 
as low.  Reporter is investigating how the child’s address was disclosed by NHS. 

 

Comparison with 2013-14 
Figure 2 compares numbers of ND Order breaches (total and SCRA) in 2013-14 with 
Q1, Q2 and Q3 2014-15. 
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Figure 2 

 
 
 
Case information breach incidents2 
 
There were nine breaches of case information caused by SCRA and one breach 
caused jointly by SCRA and social work in Q3 2014-15.  A further three breaches 
were reported that were caused by other agencies – safeguarder, police, and social 
work (one each).  Table 1 provides a comparison at Locality level with 2013-14 and 
Q1 and Q2 in 2014-15.   
 
Table 1 

SCRA Locality Number of case information breaches caused by SCRA 

2014-15 2014-15 

Q1 Q2 Q3 Q4 Q1 Q2 Q3 

Ayrshire 2 3 3 0 3 1 2 

Central 14 9 6 3 1 2 0 

Glasgow 0 4 0 0 2 0 2 

Grampian 1 0 0 1 3 1 1 

Highlands & Islands 0 0 0 0 0 0 0 
Lanarkshire/ Dumfries & Galloway 1 3 5 4 7 3 1 

North Strathclyde 1 2 3 1 2 1 2 

South East 1 2 1 2 0 1 1 

Tayside & Fife 4 6 3 3 1 1 0 

Head Office 0 0 1 0 1 0 0 

Total  24 29 22 14 20 10 9 

 
Risk 
Each case information breach should be assessed for the risk to the child, to other 
individuals (others), to the child’s placement and to SCRA’s reputation. 
 

                                            
2
 Case information breaches as reported as breach incidents.  This is because there are different 

numbers of data subjects in each breach incident, making it difficult to determine the numbers of 
breaches of personal information.  

0

2

4

6

8

10

12

14

16

18

Q1 Q2 Q3 Q4 2014-15
Q1

2014-15
Q2

2014-15
Q3

total

SCRA



 

 

6 
 

 

One case information breach was assessed as high risk to ‘others’.  In two cases 
there was a medium risk to SCRA. In nine cases there was a low risk to the child, in 
eight cases a low risk to others, in four a low risk to the child’s placement and five a 
low risk to SCRA’s reputation.  
 
Closure of the breach is an important part of managing risk.  This is when all 
appropriate actions have been taken (individuals and/or agencies have been 
informed, records have been corrected, etc.), and the relevant manager has decided 
that the breached is closed.  Seven of the 13 case information breaches in Q3 2014-
15 have been reported (to date) as being closed. 
 

Case study 3 
Hearings papers for the mother (A) of two children are included with the notification letter to 
another mother (B).  The mother who received the papers informs social work who then 
inform SCRA.  Papers are retrieved by SCRA and the mother A is informed of the breach.  
An immediate review of mail handling is carried out in the Locality and new arrangements 
are put in place.  These will be monitored by managers through the LMT and staff 
supervision.  The risk to the emotional welfare of mother A is assessed as high as it is likely 
that she will be upset by this breach and could pass her distress onto her children. 

 

Case study 4 
A father does not attend his child’s Hearing.  Discovered in Hearing that he has moved and 
SCRA had not been of this informed by social work.  SCRA had sent his Hearing papers to 
his old address; social work is therefore the source of this breach.  SCRA immediately 
contacted social work to inform them.  Two SCRA staff visit father’s old address to try to 
retrieve papers, but it is unoccupied.  Cannot get access to property as it is privately owned, 
so leave letter for new occupier to contact SCRA.  Risk assessed as low to individuals but 
may be risk to SCRA’s reputation. 

 
Causes 
All nine of the SCRA breaches were caused by information being sent to the wrong 
people, in six incidents this was because documents had been attached to another 
child’s Hearings papers.  The others were caused by incorrect information in CMS or 
a clerical error. 
 
The three non-SCRA breaches were caused by police and social work providing 
SCRA with the wrong addresses and one incident where the safeguarder left papers 
in the Hearing waiting room. 
 
Actions 
 
In this last quarter, Glasgow has experienced several ND breaches caused by 
SCRA. As a result the managers have set up an overview group including both the 
Senior Operational Manager and Head of Practice as well as Glasgow managers. 
Fresh guidance has been issued to staff on lessons learnt from the breaches. 
 
Finally as reported to the Board, best practice guidelines have been issued by 
Children’s Hearing Improvement Partnership to all agencies. There will be a 
particular concentration in Glasgow North West, forming a project in collaboration 
with CELCIS, Children’s Hearings Scotland and Social Work to reduce both the 
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number of breaches and the number of unnecessary orders. This project will run for 
the calendar year at least . 


