
 

 
INFORMATION GOVERNANCE LEADS 

Meeting –Thursday 29th October 2015 at 14:00,  
Boardroom, Ochil House, Stirling 

 
AGENDA 

 
  Lead Paper 
1. Apologies 

 
  

2. Any Other Business: 
 

  

3. Minutes of meeting held on 13th August 2015 
• Matters Arising 

 

MS Attached 

4. Role of IG Leads – discussion 
Review of Records Management Plan and 
Policy 

 

MS 
GH 

 

5. Locality examples of good practice (standing item) 
 

Reports being attached in error to another 
child’s 

 

All  

6. Over 18s on CMS – feedback from South East 
Locality pilot  
 

LS  

7. Panel Member Rota swops: 
Feedback from Localities 

 
CHS and SCRA IG Group minutes 2nd 
September 2015 

 

PH, JR, 
LS, AM 
 
KB 

 
 
 
Attached 

8. ‘Drop-in’ clients 
 

MS  

9. Single ‘g’ drive – update 
 

BK  

10. Secure envelopes – any update? 
 

MS  

11. 2015-16 Q2 report on case information and Non 
Disclosure breaches – for information 
 

GH To follow 

12. SCRA research report on Non Disclosure – for 
information 
 

GH Attached 

13. Information Security Risk Register (standing item) 
 

BK To follow 

14. Date of next meeting – Thursday 3rd December 2015, 
10:30 in Board Room, Ochil House – may need to re-
arrange 
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CHS AND SCRA INFORMATION GOVERNANCE GROUP 
MINUTES OF MEETING 

 
Meeting on 02 September 2015 
Ladywell House, Edinburgh 
10.30 – 12.00 
 
Attendees:  Katie Brownlee – Data Protection Officer, SCRA (KB) 
   Gillian Henderson – Information and Research Manager, SCRA (GH) 
   Elliot Jackson – Depute Chief Executive, CHS (EJ) 
   Callum Morrison - Information Governance Assistant, CHS (CM) 
   Malcolm Schaffer – Head of Practice and Policy, SCRA (MS) 
   Victoria Smith – Panel and Area Support Officer, CHS (VS) 
   Ava Wieclawska – Information Governance Officer, CHS (AW) 
 
Apologies:  Angela Mitchell – Locality Support Manager, SCRA (AM)   
 
 
Welcome and apologies 
 
GH welcomed everyone to the meeting and invited the group to introduce themselves. Apologies 
noted from AM. 
 
1. AOB 

 
1.1 GH asked if there were any other items that the group would like to add to the agenda. 

Non-disclosure research was added by MS. CHS’ complaints review and Bring Your Own 
Device (BYOD) policies was added by AW. The proof of concept (POC) for ePapers was 
added by EJ. 

 
2. Minutes of last meeting 
 
2.1  The minutes of the 27 May 2015 meeting were agreed as a true record. 
 
  Actions to be carried over from the last meeting: 
 

• GH to produce an Action Plan for the IG Group. 
• AW to find out if email updates are being sent weekly to SCRA. 
• AW to speak to Alyson Evans about adding a link to SCRA’s Practice Direction on 

managing non-disclosure to the next CHS Practice newsletter. 
• AW to circulate IG eLearning slides. 
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3. Volunteer records 
 
 Rota swaps 
 
3.1 GH confirmed that the issue of rota swaps was discussed at the last SCRA IG Leads meeting 
 on 13 August and Glasgow have agreed to collect some statistics on the number of swaps 
 over a four week period. 
 
3.2 AW confirmed that the practice of having a ‘standby list’ in localities appears to work well 
 and it is only rarely that localities will contact CHS to help them find someone to sit on an 
 emergency hearing. 
 
 Action:  GH to report on the Glasgow rota swap statistics at the next meeting. 
 
  Use of work addresses 
 
3.3 The group discussed the most recent information security incident involving the loss of 
 panel papers that had been delivered to a work address in Edinburgh. In this case panel 
 member A arranged to swap with panel member B but when panel member B asked for 
 the papers to be transferred to them, panel member A said they had never received them. 
 GH suggested that panel member A should have taken more responsibility in locating the 
 papers and questioned where the responsibility lies when there is an information security 
 incident involving the loss of panel papers.  
 
3.4 AW confirmed that in this case CHS (CM) took an immediate and active part in 
 investigating the incident on the panel member’s behalf. This included contacting the 
 workplace and speaking to the central mail department in the two main offices as well as 
 contacting the locality office to establish when and where the papers were sent and the 
 sorting office to report the loss of papers. As the locality office do not record outgoing mail 
 they could not be sure where or when the papers were sent but said that it was likely they 
 would have sent to the address held by them (the work address) rather than the address in 
 Panel Pal – the panel member’s home address. 
 
3.5 The issue of panel members requesting that papers are sent to work addresses rather 
 than home addresses was raised and GH said that SCRA sometimes feel that they are stuck 
 in the middle. AW confirmed that the advice has always been that SCRA should send the 
 papers to the address details held in Panel Pal and if they receive a request from a panel 
 member to send the papers to another address, they should contact CHS first.  
 
3.6 It was suggested that the ICO could be asked to determine who is responsible for 
 investigating incidents involving the loss of panel papers before they reach a panel 
 member. AW said that it is CHS’ understanding (from a meeting with the ICO in 2013) 
 that CHS do not become data controllers for the data (and are therefore not responsible 
 for investigating incidents) until the panel member has safely received the papers. 
 However, CHS and SCRA should always look to work together in these situations to try and 
 locate the papers and minimise the risk as quickly as possible.  
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3.7 EJ questioned whether there was a weakness in current systems at SCRA in the recording 
 of outgoing mail. ePapers will look to resolve this moving forwards but in the interim is this 
 something that can be added to the case management system?  
 
3.8 AW advised that CHS would add a note to the next CHS and Keeping Information Safe 
 newsletters to ask panel members who would like papers to be delivered to another 
 address, to contact CHS so that a risk assessment can be carried out. Unfortunately, CHS 
 are not in a position to contact panel members directly as CHS are not currently notified 
 when SCRA are asked to deliver to another address. GH will also mention this at the next 
 IG Leads meeting. 
 
3.9 GH mentioned that SCRA had introduced a procedure to ensure that papers were no 
 longer delivered in batches too large to fit through letterboxes so papers should not be 
 being delivered to sorting offices. However, KB confirmed  that this is not consistent 
 practice in all localities. It was also mentioned that in Edinburgh, some letterboxes appear 
 to be smaller than usual and this means that even small batches cannot fit through the 
 letterbox. 
 
 Action:  AW to locate the advice from the ICO regarding the responsibility for panel 
   papers and provide a copy to SCRA. 
 
 Action:  MS to look into the possibility of adding something to CMS that will record 
   when papers have been delivered. 
 
  Action: AW to include a section on delivering papers to other addresses, in the next 

 CHS and Keeping Information Safe newsletters. 
 
  Action: GH to raise the delivery of papers to work addresses at the next IG Leads 

 meeting. 
 
  Accuracy of addresses on Panel Pal 
 
3.10  GH reported that localities still do not trust the data in Panel Pal and are reluctant to use it 

to obtain up-to-date contact details for panel members. AW confirmed that CHS has done 
a significant amount of work over the last couple of years to ensure that panel and AST 
members understand they have a responsibility to keep their details up-to-date in Panel 
Pal.  

 
3.11  AW updated the group on the volunteer records project and advised that moving forwards 

there will be one central database for all panel member data and this will be held within 
CHIRP. It will be linked to rota management, observations, complaints, training etc. A copy 
of the volunteer records project specification will be circulated for comments/feedback. 

 
3.12  EJ updated the group on the role of Stuart Monro and the production of a specification for 

rota management. EJ suggested that colleagues from SCRA may be interested in getting 
involved with this project. It was suggested that KB and AM may like to get involved and 
contact Lorna McNaughton. 
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  Action: AW to circulate draft Volunteer Records specification for comment and add 

 to the next agenda. 
 
 
4. CHS-SCRA Data Processing Contract / responsibility for investigating breaches 
 
4.1  Discussed above. 
 
 
5.  Electronic readers for partially sighted/blind panel members 
 
5.1  CM explained that CHS had recently been contacted by a partially sighted panel member 
  who would like to download the KNFB reader to a home computer in order to access panel 
  papers. CM has been looking into the risks of using this software and it appears that  
  the KNFB app will be unsuitable as there is a risk of data being cached to the device, even 
  if it is deleted. CM said that CHS were looking into the possibility of providing the panel 
  member with an encrypted laptop with the software already downloaded to the device. 
  The group confirmed that this sounded like a good idea and MS/GH offered to help in any 
  way. CM confirmed that he would keep SCRA up-to-date with developments. 
 
  Action: CM to report back to the next meeting. 
 
 
6.   Digital Strategy – Privacy Impact Assessment 
 
6.1  KB and AW to meet and look at the PIA for the ePapers Proof of Concept.  
 
6.2  EJ confirmed that the new joint Head of IT – Lawrie McDonald – will be responsible for  
  carrying out a review of the Digital Strategy. A draft has already been produced which sets 
  out the vision of the strategy but it will not be published until finances are secured. 
 
  Action: KB and AW to report back on the PIA to the next meeting. 
 
 
AOB 
 
Non-Disclosure Research 
 
MS advised that the non-disclosure research would be circulated next week and the results of the 
children and family surveys will be circulated after the 15th. Training in how to apply non-disclosure 
was raised by the Training Reference Group as a core issue and so it is being built into pre-service 
training for new panel members. 
 
 
 
 

http://www.knfbreader.com/
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CHS Complaints Review 
 
AW updated the group on CHS’ review of their Complaints Handling Procedure, in particular the 
changes to the definition of a ‘member of the public’ and the removal of internal panel member to 
panel member, panel member to AST member etc., internal issues from the CHP. 
MS advised that Children 1st are also reviewing their procedure and have had similar issues with 
internal safeguarder issues being managed through their CHP. 
 
MS reported that SCRA encourage frontline resolution wherever possible and that they record all 
complaints that are reported. SCRA also produce an annual report on complaints in order to 
identify trends and categories of complaints received. EJ asked if SCRA would be happy to share a 
redacted copy of their spreadsheet and MS confirmed they would be happy to do this. 
 
MS also advised that SCRA were to deliver complaints training to their staff in Bell Street on 18th 
Septement and if CHS would like to send a couple of people along then they would be very 
welcome.  
 
Action:  MS to send a redacted copy of the complaints spreadsheet to AW. 
 
Action:  MS to send details of the complaints training to AW (done). 
 
BYOD policies 
 
AW asked if SCRA had put in place any Bring Your Own Device policies as this is a significant issue 
for CHS. GH confirmed that SCRA have not introduced a BYOD policy as their staff do not use 
personal devices to access SCRA systems. 
 
Proof of Concept for electronic panel papers 
 
EJ provided the group with a brief update on the ePapers Proof of Concept (POC). EJ advised that 
the paper had been taken to SCRA’s Change Board for approval/information. 20 people are to be 
selected to carry out the pilot including members of the AST, panel members and locality staff. EJ 
asked the group to consider whether IG representatives should be involved in the pilot and how we 
can best contribute to the project. MS suggested that there should be IG representatives from both 
organisations as they will have different risks and interests. 
 
 
Date of next meeting 
 
Action: AW to look at calendars and circulate some suggested dates for the next meeting in 
 December/January. 
 
Action: AW to draft minutes and circulate to the group for comments and changes. 



 
 
 
 

 
 
 

Introduction 
The Information Commission Office (ICO) Audit of March 2014 triggered SCRA into 
reviewing their arrangements for the provision of panic and intruder alarms at all their 
offices. SCRA had agreed the following action in response to the Information 
Commission Office (ICO) b9 (lockable storage) and b11 (physical security) 
recommendations.  

“The IG leads will each carry out a review of information security 
arrangements in the offices in their Locality.” 

Bruce Knight as Information Security and Technical Assurance Officer (ISTAO) 
agreed to co-ordinate the review centrally. This comprehensive review looked at all 
properties being used by SCRA to facilitate hearings and included panic alarms. 
SCRA had removed the responsibility for security from locality budgets so that they 
could be controlled centrally by the property team. The review would give an 
indication on whether the localities were satisfied with the security in place at the time 
(2014) so that SCRA could plan accordingly.  

Analysing Review Results 
When capturing the results from the review into a spread sheet it became apparent 
that there were two main areas of concern these being panic and intrusion alarms. 
There were different security approaches being applied to these alarms by localities 
across the estate and this not only made it difficult for property to manage but also 
left SCRA open to unnecessary risk. In order to provide some sort of consistency in 
SCRA’s approach it is essential to categorise the properties into 3 distinct property 
types, these being:- 

Type 1. SCRA core estate (staffed offices): Buildings leased or owned by 
SCRA. 

Type 2. SCRA core estate (unstaffed offices) Buildings leased or owned by 
SCRA. 

Type 3. SCRA non-core estate: Almost all outreach hearing centres (OHCs) 
fall within this group.  

Intruder Alarms Policy  
The need for intruder alarms is linked to what information assets are stored within the 
building, protecting the building itself and if SCRA is able to install intruder alarms or 
not. It is also necessary to define the intruder alarm policy for each property type.  

Type 1. In order to protect SCRA information assets the standard security 
approach is to install a monitored system.  

Type 2. If SCRA intend on storing information assets at these locations then a 
monitored system is to be installed. If there are no information assets 
being stored on the premises then an audible deterrent intruder alarm 
is to be installed.  

26 October 2015 

Information Governance   
Panic and Intruder Alarms   



Type 3. As SCRA has no control over these properties they are unable to 
install intruder alarms so SCRA must not store any information assets 
at these sites. If lockable storage is available then they could consider 
leaving a printer and paper to avoid having to carry these each time 
there is a hearing but nothing else should be left there. Premises 
owners may have their own intruder alarms installed.  

Panic Alarms Policy 
The need for panic alarms is a personal safety issue not an information governance 
issue, and therefore the policy should be agreed by the Health & Safety Committee. 
Where monitored systems are to be installed then it makes sense that the panic 
alarm is to be included.  

Type 1. The minimum requirement is to have a button on the wall (or hand 
held device) linked to the reception area.  

Type 2. The minimum requirement is to have a button on the wall (or hand 
held device) linked to the reception area.  

Type 3. SCRA’s Lone Working Policy should be applied for Outreach Hearing 
Centres where only one member of staff is attending. The use of 
audible panic alarms is the minimum requirement in the hope that it 
deters the attacker. Mobile phones are also to be used to alert police.  

Outreach Hearing Centres 
The Health & Safety Committee need to consider the following when SCRA staff are 
working at Outreach Hearing Centres:- 

• Prior risk assessment should be carried out to ensure safety of SCRA staff.  

• Will 2 or more SCRA staff be at the OHC? If not lone worker policy applies. 

• Are there any other users of the building and will they know what to do if they 
hear the panic alarm?  

• Are mobiles charged and have good reception at the location? 

• Are panic alarms charged up? 

Budgets 
The FM contract covers maintenance monitoring and repairs of the whole estate 
(Types 1&2). Any new requirements are to be budgeted separately by property 
section. Property section will be responsible for the provision of any phone lines 
required for the alarms.  

Recommended Action 
The following actions are recommended:  

1. To approve in principle the approach to be taken on Intruder alarms (IG 
Leads). 

2. To develop an action plan on the provision of intruder alarms (Property team 
supported by Bruce Knight). 

3. To agree to pass the panic alarm policy onto the Health & Safety Committee 
to progress (IG leads). 

It is essential that the ICO requirement is being met by the intruder alarm policy that 
has been agreed.  
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Scottish Children’s Reporter Administration 
Minute of Meeting of Information Governance Leads 

Held on 13th August 2015 in Stirling 
 

Present: 
Malcolm Schaffer (Chair),  Gillian Henderson, Katie Brownlee, Gwen McNiven, 
Lesley Siewert,  Zoie Montgomery, Kelly Campbell, Bruce Knight,  Iain Gault, Alan 
Mulrooney, Dawn Turner 
 
VC:  
Moyra Gordon, Paul Harkness, Lisa Bennett  
 
Apologies: 
Ed Morrison, Marny Jackson, Janet Robertson (Alan Mulrooney attending for) 
Maureen Manns (Dawn Turner attending for), Vicky Ritchie   
  Action Timescale 

 
1. Minute of Previous Meeting: 6th May 2015 

 
  

 Agreed:   
 As an accurate record.   
    
2. AOB   
 Confidential Waste Bins 

Issue of consoles being full/frequency of collection 
 
Discuss with Ed Morrison 

 
 
 

MS 

 
 
 

For next 
meeting 

3. Matters Arising   
    
 Tamperproof Envelopes   
 Noted: 

The list of all communication templates used on CMS 
were to be circulated to IG Leads to prioritise 3 or 4 
templates for changing 
Agreed: 
Changes on CMS put on hold as stationery contract 
about to end – Will pick up again when the new 
contract has been awarded.   
 

  

 Duplicates in CMS   
 Noted:   
 1.Duplicates still being monitored.  Also noted that 

duplicates were being identified and deleted quickly.   
2.That the quality of information being provided from 
the police could be a factor. 
 
Action: 
Lisa Bennett to produce a progress report on number 
of duplicates for next meeting 
 

 
 
 
 
 
 

LB 

 
 
 
 
 
 

For next 
meeting 
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 Deletion of CMS Back Scanning   
 Noted: 

That IG Leads were to identify the folders to be deleted 
and notify BK.  To date nothing has been 
highlighted to BK. 

Action: 
BK to email IG Leads to remind them 

 
 
 
 
 

BK 

 
 
 
 
 

Oct 2015 
 Restricted Access Cases 

Noted: 
Restricted Access Cases Guidance has gone to LSMs 
and that the comments back are positive, now ready to 
roll out. 
A couple of cases are live and with the rest ready to 
roll out. 
 

 
 
 
 
 
 
 

 
 

 Information Security Training 
Action - IG leads to review brieing sheet and provide 
comments to BK 
 

 
IG Leads 

 
Oct 2015 

 Printers   
 Noted: 

Establishing whether all printers decommissioned have 
had hard drives cleared for destruction is still on going 
Action: 
BK to speak to Finance. 
 
SCRA Presentation to Local Authority Data Protection 
Meeting: 22nd May 2015 was cancelled 
 

 
 
 
 

BK 

 
 
 
 

Oct 2015 

4. Q1 2015-16 Case Information and Non Disclosure 
Breaches 

  

 2 main iissues identified: – Responsibility for changing 
address; and handling more than one case at a time. 
 
Action  
IG leads again to feed back the message that 
information is better sent late than risk causing a 
breach. 
 
Breach closures – MS explained the importance and 
purpose of closing breaches and the need for them to 
be followed up and closed.  It is responsibility of LRM 
to confirm that breach is closed. 
 
AM raised the importance of getting the breach form 

submitted straight away to start the process of 
investigation 

 
 
 
 

IG Leads 

 
 
 
 

Oct 2015 

5. Checking addresses are up to date   
 Other agencies are responsible for the accuracy of 

information they send to SCRA. 
SCRA should feedback inaccuracies to agencies. 
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If address changes the agency should notify SCRA 
Should not be SCRA responsibility to check everything 
but still should take actions to check if there are 
different addresses, uncertaintainty, etc. 
Need to get message out locally that agencies should 
be taking responsibility for updating details and 
accuracy of information 
Change of info form – standard form for children known 
to us if there is a change of circumstances to inform us 
 
Action 
IG Leads to get this message out to their local 
partners.  Neil Hunter taking forward at national level. 
 
Action  
KB & GH to try and set up meetings with DP managers 
in partner agencies. 

 
 
 
 
 
 
 
 
 
 
 

IG Leads 
 
 
 
 

GH and KB 

 
 
 
 
 
 
 
 
 
 
 

On-going 
 
 
 
 

Dec 2015 
    
6. Over 18s on CMS 

 
  

 Last meeting issue -  information provided too IS Team 
wasn’t what their requirements were. 
 
KB spoke about proposal put to IS Team. 
KB emailed IG Leads trial lists to be sent to IS for 
deletion. 
Issues around times given for returning data reports to 
IS for deletion 
Issues when IG Leads on leave discussed  
Action 
IG Leads to ensure that member of Locality is 
delegated to prepare and return data reprts to IS team 
in their absence 
Action 
South East Locality will pilot and report back at next IG 
Leads meeting 
Agreed timescale for pilot 2-3 months. 
 

Action 
 
 
 
 
 
 
 
 
 

IG Leads 
 
 
 

LS 

Timescale 
 
 
 
 
 
 
 
 
 

On-going 
 
 
 

Next 
meeting 

 

7. Template for ND information sharing protocol 
 

 
 

 

 GH – protocol could be used more widely.  Based on 
one in place in Ayrshire.   
Discussed single point of contact.  LB said that if there 
was a change to point of contact Data Team. 
Main check before sharing lists – How are they going 
to use the ND information. 
1st step before giving lists should be what are you 
going to use it for.   If there is a practical need then 
protocol makes sense.  
 
Actions: 
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IG Leads to promote ND lists protocol in their areas. 
IG Leads to notify I&R team when protocol agreed and 
in place. 
 

 
IG Leads 

 
On-going 

8. Records Management Plan Scoping Update 
 

  
 

 All scoping forms now returned from Localities and HO 
teams 
 
Records for permanent preservation 
Nick hobbs taking forward. 
IG leads to see if there are any records in their Locality 
that fits the criteria and they think should be transferred 
to the National Archives. 
Action 
IG leads to consider and contact GH or NH. 
 
Single Drive 
BK gave an update of meeting GH and himself had 
with SCOTS. 
BK to discuss cost implications with Ed Morrison. 
Action: 
BK to produce a discussion paper for EMT before 
producing more detailed plan. 
 

 
 
 
 
 
 
 
 
 

IG Leads 
 
 
 
 
 
 

BK 

 
 
 
 
 
 
 
 
 

Oct 2015 
 
 
 
 
 
 

Oct 2015 

9. Panic Alarm Deployment   
  

No further updates.  Leave from Agenda until there is 
something to feedback. 
Action 
MS to raisewith Ed Morrison 
 

 
 
 
 

MS 

 
 
 
 

Oct 2015 

10. CHS-SCRA Joint IG Meeting 27th May 2015   
 Issues agenda 3.2 arrangements for finding Panel 

Members for emergency hearings is not for SCRA to 
do 
Frequency of rota swaps –Issue which has been raised 
in Glasgow.   
Action: 
PH to provide numbers in Glasgow for next meeting to 
show extent of the problem. 
Other Localities who also wish to provide numbers: 

 South East 
 Ayrshire 
 North Strathclyde 

Numbers for month of September 
Action 
MS & GH will flag it’s being done at the next joint 
meeting  
Action 

 
 
 
 
 
 

PH, LS, JR, 
AM 

 
 
 
 
 
 

GH and MS 
 
 
 

 
 
 
 
 
 

For next 
meeting 

 
 
 
 
 
 

2nd Sept 
2015 
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GH to circulate CHS Operational guidance on rota 
swaps for PMs 
 

GH ASAP 

11 Dealing with Social Media - updated guidance   
 Updated Social Media guidance circulated for IG Leads 

approval. 
Discussed recordings of Hearings – Social Media 
Guidance needs to linked into guidance practice team 
are working on. 
Action 
GH to feed back to Maryanne McIntyre 
 

 
 
 
 
 
 

GH 

 
 
 
 
 
 

ASAP 

12. Data Protection training for New Starts 
 

  

 14 staff still to be trained and all new starts. 
Next training 14th September in Bell Street 
 
Action 
IG leads to remind all new starts of DP training in 
September 

 
 
 
 

IG Leads 

 
 
 
 

14th Sept 
2015 

11. Information Security Risk Register 
 
Action 

 
 

 
 

 IG Leads to look at and give BK feedback 
 
Action 
Register needs to include >18s in CMS 
 
 

IG Leads 
 
 

BK 

Oct 2015 
 
 

Oct 2015 

15. Locality Examples of Good Practice   
  

Agreed to move item up the agenda 
 

GH 
Next 

meeting 
    
16. Date of Next Meeting   
    
 Thursday 29 October 2015 in the Boardroom. 

 
  

 



  

 
 
 
Background 
 
The issue of Duplicate records being created in CMS was highlighted to the 
Information Governance group last year.  It was decided at that point to split 
the issue into three streams of work – 1. Historical records that are potentially 
duplicates (both RAD Ids) 2. Current records that are potentially duplicates (at 
least one ID created on CMS) and 3. The ongoing management of duplicates 
being created and identified early on CMS. 
 
Ongoing management of duplicates 
 
Reports were run and issued weekly that identified any record created in the 
previous 7 days that looked to be a duplicate.  After validation, the record was 
amended and marked as Duplicate.  This early identification allowed referrals 
to be re scanned into original records and no work progressed on a double 
file. 
 
The below table lays out the duplicate records created by locality since 
January 2015 
 

 Duplicate records created 

in Jan-Sept 2015 

Ayrshire 12 
Central 27 
Glasgow 14 
Grampian 4 
 Highland & Islands 7 
 Lanarkshire, D&G 20 
North Strathclyde 15 
SE, Lothian & Borders 21 
Tayside and Fife 10 
Total 130 

 
 
 
 
 
 
 
 
 
 
 

Duplicate child records created- update for IG  
Leads meeting  
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Reasons for creating a duplicate record based on Jan-Sept 
2015  cases 
 
In order to better inform ongoing training in the creation of child files an audit 
of the reasons for creating the duplicate record was carried out.  The results 
can be seen in the below chart:  
 

8%

25%

52%

15%

Network
Exact match
Different spelling
Different surname

 
 
 Network – child id numbers are consecutive which usually occurs when 

there has been a delay in the child record being created on CMS, users 
think that it has not worked and create another record. 

 Exact match – the child forename, surname and d.o.b are identical to an 
existing record 

 Different spelling- the child surname or forename has a different spelling, 
e.g. McEwan/MacEwan.  

 Different surname – child surname differs from existing record. Forename 
and d.o.b are identical. 

 
 
Current records that are potentially duplicates 
 
Upon identification of a duplicate record, the file deemed to the ‘duplicate’ file 
is marked as such in line with guidance issued.  The table below 
demonstrates the identification of 1451 records through this method (this is 
includes the 130 actively managed in the year, circa 250 already in system as 
such and the rest identified by Data and IS teams in this exercise of reducing 
risk. 
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 1. Total child records 

in CMS with either 

‘dupl’ or ‘ use’ in the 

name 

Ayrshire 176 
Central 169 
Glasgow 256 
Grampian 88 
 Highland & Islands 50 
 Lanarkshire, D&G 197 
North Strathclyde 167 
SE, Lothian & Borders 267 
Tayside and Fife 81 
Total 1451 

 
 
 
Historical records that are potentially duplicates 
 
This piece of work is still live although deemed lowest risk.  These records are 
potential duplicates with the majority having both records created on RAD.  
The table below provides figures on the number of these cases – the figure 
provided is for each potential ‘set’ of duplicates.  
Only 175 of these cases have had a referral or hearing activity in the last two 
years. 
 

 2. Total count of possible duplicates with 

surname/forename/DOB match 

(1=>2 returns) 

Does not include cases in column 1 

Ayrshire 267 
Central 236 
Glasgow 425 
Grampian 135 
 Highland & Islands 69 
 Lanarkshire, D&G 408 
North Strathclyde 290 
SE, Lothian & Borders 213 
Tayside and Fife 141 
Total 1417  

   
Total children 
with duplicate 

records 
2868  (2% of 
total on CMS) 
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Issues and risks 
 
Results show that duplicate records are continually being created due to the 
Search facility not being used effectively.   
 
The duplicate records have been managed since January 2015.  Due to 
changes in IT resource this now needs to be reviewed. 
 
There has been no resource available to look at the 2868 child cases to 
ensure they are: 

• Named correctly and identify if both records are to remain in CMS 
• Transfer of records to master record and deletion of duplicate where 

required 
 
Recommendation 
 
IG group to note the report. 
 
Due to the end of an IT secondment, there will be no single point of contact to 
continue the current process of identification of duplicate records and the 
updating of CMS records.  We would request that the IG group recommends 
that the process should now be transferred to the Localities to manage as 
business as usual as per the procedure detailed in Appendix A.   
 
We would also recommend that the Localities are asked to check and update 
the records for the 175 historical cases that have had activity in the last 2 
years, as these are deemed to be at a higher risk. 
 
We would suggest that the IG group consider if the remaining 1242 historical 
records can be left as is, and noted as a low level risk. 
 
 
 
Gillian Brown 
Quality and Performance Assistant 
21/10/15 
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Appendix A 
 
 
Weekly Monitoring Procedure For Duplicate Records 
 
 
Step 1  Data team receive high level report which highlight potential 
duplicates, Gillian does first sieve of data, to remove any obvious cases that 
are not duplicates,   
 
Step 2  Report then sent to individual Localities, LSMs to identify duplicates, 
update records, contact CMS mailbox where required 

 
Duplicate Records 
updating note.doc  

 
 
Step 3  LSMs Contact Donald Lamb by 10th of each month to give duplicate 
figures for monthly overview report. 
 
 
 

Scottish Children’s Reporter Administration 
Ochil House 
Springkerse Business Park 
Stirling 
FK7 7XE 
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1. Introduction 
 

 1.1 The Audit Committee is informed on a quarterly and annual basis of the 
numbers of reported incidents of breaches of case information and Non 
Disclosure Orders.  The report at Appendix 1 provides this information 
for the period 1st July to 30th September 2015, and gives comparisons 
with Q2 in previous years.  

   
2. Recommendation 

 
 2.1 That the Audit Committee notes the numbers of breaches of Non 

Disclosure Orders and case information in Q2 2015-16.  
 

3. Appendices 
 

 1. Breaches of Non Disclosure Orders and case information reported 
between 1st July to 30th September 2015. 

 
 

  

2 
 



 
 

Appendix 1 
 
Breaches of Non Disclosure Orders and case information reported 
between 1st July to 30th September 2015 
 
 
Introduction 
 
SCRA monitors the numbers of breaches of Non Disclosure (ND) Orders and of case 
information.  The purposes of this are firstly to ensure that the necessary actions are 
taken when a breach occurs to safeguard the individuals concerned, and secondly to 
monitor compliance with relevant legislation1 and act on areas for improvement. 
 
SCRA Localities report breaches to Head Office for monitoring and to Senior 
Managers to follow up on any required investigation or actions.   
 
Comparison of numbers of Non Disclosure Orders and case information breach 
incidents in Q2 from 2010-11 
Figure 1 provides a comparison of the numbers of breaches ND Orders and case 
information breach incidents in Q2 each year.  It shows the total numbers and 
numbers where SCRA was the cause. 
 
Figure 1. Numbers of incidents of breaches of ND Orders and case information in Q2 
each year 

 
* Case information breaches weren’t recorded in 2010-11. 
  

1 Children’s Hearings (Scotland) Act 2011 (Non Disclosure Orders); and 
Data Protection Act 1998, and Public Records (Scotland) Act 2011 (case information breaches) 
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Non Disclosure Order breaches 
 
Source of ND Order breach 

• Six ND Order breaches were reported, and these occurred in five incidents.  
All six were breaches of Hearing Orders. 

• Two of these breaches (two incidents) were caused by SCRA, and both 
occurred in South East Locality.   

• The remaining four breaches (three incidents) were caused by social work 
(one breach), NHS (one breach), and not known (two breaches). 

 
Risk 

• Three of the six ND Order breaches were assessed as low risk, one as 
medium risk, and two as high risk.     

• In three breaches, the types of risk were assessed to be both emotional and 
physical.  The type of risk was not recorded for the other three ND breaches. 

• In all six ND Order breaches it was the child’s placement address that was 
disclosed. 

• Two of the ND Order breaches involved children in adoption proceedings.   
 
Closure of the breach is an important part of managing risk.  This is when all 
appropriate actions have been taken (individuals and/or agencies have been 
informed, records have been corrected, etc.), and the relevant manager has decided 
that the breached is closed.  Two of the six ND Order breaches in Q2 were reported 
as being closed. 
 
Case study 1 
Child was moved to a new placement on an emergency transfer.  Child’s father poses a risk 
of violence.  Emergency transfer paperwork was redacted on CMS but not on the paper 
copies sent to the child’s parents.  The short timescales for the emergency transfer resulted 
in the double check procedure not being carried out by SCRA staff.  Social work immediately 
informed who continue to assess the risk.  SCRA managers discuss breach with staff 
involved and ensure that ND review processes are included in Locality Plan to help prevent 
recurrence. 
 
Case study 2 
A ND Order is in place. The child’s foster placement breaks down, and the parents suggest 
to social work that the child be placed with someone they know.  Social work agree to this.  
Parents therefore know where the child is living.  Parents and carers know that the parents 
must not attend the carer’s address.  The next Hearing will consider where the ND Order is 
still necessary. 
 
Comparison with 2014-15 
Figure 2 compares numbers of breaches of ND Orders (total and SCRA) in 2014-15 
with Q1 and Q2 2015-16. 
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Figure 2.  Numbers of breaches of ND Orders – all and by SCRA in 2014-15 and 2015-16 

 
 
Case information breach incidents2 
 
There were 18 breaches of case information caused by SCRA, three by social work, 
and the cause of one incident isn’t known.   
 
Table 1 provides a comparison of SCRA breaches at Locality level with 2014-15 and 
Q1 and Q2 2015-16.   
 
Table 1.  Case information breaches in 2014-15 and Q1 and Q2 2015-16 where SCRA 
was the cause 

Locality Number of case information breach incidents caused 
by SCRA 

2014-15 2015-16 
Q1 Q2 Q3 Q4 Q1 Q2 

Ayrshire 3 1 2 4 1 9 
Central 1 2 0 1 2 0 
Glasgow 2 0 2 2 1 1 
Grampian 3 1 1 1 0 2 
Highlands & Islands 0 0 0 0 0 0 
Lanarkshire/ Dumfries & Galloway 7 3 1 5 6 1 
North Strathclyde 2 1 2 0 0 3 
South East 0 1 1 1 0 1 
Tayside & Fife 1 1 0 3 0 0 
Head Office 1 0 0 1 0 1 
Total 20 10 9 18 10 18 
 
Risk 
Each case information breach should be assessed for the risk to the child, to other 
individuals (others), to the child’s placement and to SCRA’s reputation.  Four 
incidents were considered to pose high (one) or medium (three) risk to SCRA’s 
reputation.  None were considered to pose a medium or high risk to a child or others. 

2 Case information breaches as reported as breach incidents.  This is because there are different 
numbers of data subjects in each breach incident, making it difficult to determine the numbers of 
breaches of personal information.  
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One case information breach in Q2 2015-16 has been reported as being closed. 
 
Case study 3 
Hearing papers for child A had the Hearing arrangement form for child B attached to them.  
Child A’s carer informs SCRA and agrees to shred information about child B.  Risk assessed 
as low as limited information about child B on arrangement form.  LRM discusses breach 
with member of staff and reminds her of importance of checking and not rushing to send 
papers out. 
 
Case study 4 
The front sheet for Hearing papers for child A contain information on child B.  Child A’s 
mother informs SCRA.  Cause of breach is SCRA staff using front sheet on child A as a 
template and not removing all the information.  Reporter speaks to mother of child A who is 
concerned about her own child’s information, and who has no intention with doing anything 
with the information on child B.  Support staff reminded to use blank tepmplates. 
 
Causes 
All 18 of the SCRA breaches were caused by information being sent to the wrong 
people. In seven incidents this was because documents had been attached to 
another child’s Hearings papers, another seven were caused by incorrect information 
being entered into CMS or CMS not being updated, three from using the wrong email 
address, and one where Hearing papers were sent to the wrong Panel Member. 
 
The three social work breaches were all caused by SCRA being provided with 
incorrect addresses.  Another breach was caused by correspondence being lost in 
the post.   
 
 
Actions 
 

• SCRA’s research report on Non Disclosure will be published in November 
2015 

• The Children’s Hearings Improvement Partnership will be reviewing Non 
Disclosure at its meeting in December 2015 

• Glasgow improvement project with Glasgow City Council and CELCIS is 
continuing 

• The Information Governance Leads are working with partners to put in place 
information sharing protocols on Non Disclosure cases  

• The Operational Group is considering revision of SCRA’s national guidance 
on Non Disclosure 
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Receiving Encrypted Attachments form Local Authorities (LA’s) 
 
Recently Scottish Children’s Reporter Administration (SCRA) have received 
documents marked Official-Sensitive in an encrypted form from a number of LA’s, 
this has caused considerable problems for SCRA in terms of handling the 
documents while importing into the SCRA Case Management Systems (CMS). 
 
A Memorandum of understanding (MOU) is in place detailing how sensitive materials 
should be both transmitted and stored between SCRA and other agencies. 
Encryption of materials in transit is not required. 
 
Currently there are five LA’s who have adopted the encryption practice those being 
all of the Ayrshire LA’s, Dundee and Falkirk. The possibility of more LA’s doing their 
own thing and adopting a similar practice is high. 
 
The main reasons for this is confusion on a number of fronts and whilst this 
confusion reigns LA’s taking a belt and braces approach to transmitting sensitive 
data is likely to continue. The confusion comes from the following sources:- 
 
• The replacement of the Government Protective Marking Scheme (GPMS) with 

the Government Classification Scheme (GSC); 
• The replacement of the Government Secure Intranet (GSI) services with the 

Public Sector Network (PSN) compliance and structure; 
• Historical identification of email correspondence being trusted as transmitting 

securely if it had the “gsi.gov or gsx.gov,” extension in the email address. 
 
These changes and the fact that in terms of the PSN status many organisations are 
at different stages of compliance and PSN certification, it is difficult for organisations 
to work within the “Common Trust” principles that allowed the transition and storage 
of sensitive electronic information between partners in the past. 
 
This confusion is likely to continue for some time and is not something that SCRA 
can resolve on their own. A wider review and need to establish the “common trust” 
principles should be facilitated and agreed across partner agencies, therefore 
establishing a forum and dialogue between them needs to be setup as a matter of 
urgency. 
 
It is therefore recommended that the following plan of action is instigated: 
 
1. We need to set up dialogue with those LA’s who have already adopted the 

practice of encrypting Official-Sensitive documents to see if enough common 
trust exists between SCRA and them currently to remove the need for the 
practice after this dialogue. 

2. If the common trust for whatever reason cannot be established between the 
parties in the short term then at the very least we must agree a mutually secure 
and cost effective method of sending and receiving these materials so that we 
can build on the “common trust” aspects in the medium to longer term. Any other 
LA’s wishing to adopt the same practice should adopt the agreed protocols and 
solutions developed. 

 



 

3. We need to tie in with Scottish Government in the short term to address the issue 
of encrypted files being held up by the SG email gateway security and use their 
involvement to establish the best method of transmitting encrypted materials if 
the practice is to continue in the short to medium term. 

4. The Scottish Government Cyber Security Team should address the longer term 
issue by taking responsibility on behalf of SCRA as part of the ISIS service to 
working with all other partner agencies in establishing proper protocols and 
solutions for the transporting of Official Sensitive materials into and out of the 
SCOTS network. 

5. A forum between partner agencies should be setup ASAP to investigate the 
security issues and to develop an overall understanding of the protocols and 
solutions to be adopted moving forward to prevent an agency by agency 
independent response becoming the norm. 

6. The medium to longer term need to establish the “Common Trust” approach will 
only happen if a forum of likeminded accountable staff come together to develop 
that trust and agree the best way forward. 

 
The IT team would propose to address the above action list as a matter of urgency 
and use our contacts to establish dialogue between all the parties involved and 
would look to feedback to the Senior Management Team progress on a regular 
basis.  
    
 

 



 Historical Child Abuse Inquiry Scotland 
PO Box 24085, Edinburgh, EH7 9EA 

Email: information@childabuseinquiry.scot 
     
22nd October 2015 
 
to:   Neil Hunter, Principal Reporter, and Scottish Children’s Reporter Administration 
(neil.hunter@scra.gsi.gov.uk)  
cc: Gillian Henderson, Scottish Children’s Reporter Administration 
(Gillian.henderson@scra.gsi.gov.uk)  
 
 
 
Dear Mr Hunter 
 
PRESERVATION OF RECORDS RELEVANT TO THE INQUIRY 
 
The Scottish Historical Child Abuse Inquiry was formally established on 1st October 
2015.  The Inquiry is in the process of drafting Protocols for handling the documents it 
will recover and retain for its work. Data Protection issues will be outlined  in detail in a 
forthcoming Protocol, but meantime it might be helpful to note that there are 
circumstances where organisations can and should retain personal data which might 
otherwise require to be destroyed. Please take advice on this if necessary. 
 
At this early stage we are not in a position to identify precisely which records we will wish 
to evaluate.  I have taken a careful decision not to ask for every possible document, as I 
am mindful of the expense involved. This letter is therefore NOT a formal request to 
produce documents under your control, in terms of s21 of the Inquiries Act 2005. 
 
However, I am writing to all organisations which I believe are likely to be relevant to the 
Inquiry to ask that you take immediate steps to preserve records which may be 
sought by this Inquiry at a later date.  
 
I would also ask you to consider setting up your own process for identifying and 
organising the documents which you think the Inquiry may need.  
 
A copy of the Inquiry’s Terms of Reference is attached to this letter.   
 
As you will see, the Inquiry’s remit covers a time period “within living memory”, up until 
such date as I may determine, but no later than 17 December 2014.  Provisionally, I ask 
you to treat the timescale as starting in 1945, although no formal decision has been 
taken about this.  
 
You will note in the definition of “children in care” the many different types of residential 
care used for children, spanning the decades which we will consider.  It may be that your 
organisation holds records about more than one type of residential care establishment.   
 
Please also consider whether your organisation (or its predecessors) holds records 
relating to any legal responsibilities it had for children in care over the relevant decades, 
whether or not those records mention individual children by name.  
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You will note that the definition of “abuse” includes both physical and sexual abuse.  
 
While it is up to each organisation to make its own preparations for assisting the Inquiry, 
I would suggest that you might wish to consider: 

• the identification of any records which might be of interest to the Inquiry;  
• the creation of an audit trail showing the steps taken to identify and protect 

relevant records (including the search terms used in any electronic archives or 
registers); 

• the protection of potentially relevant records, to ensure they are not destroyed 
before the Inquiry has had the opportunity to consider them; 

• the indexing and cataloguing of relevant records, to ensure greater accessibility 
in due course; 

• the identification of any gaps in the relevant records held by your organisation. 
 
If you wish to ask questions, or make suggestions, please contact the following 
members of the Inquiry team: 
Felicity Cullen, Deputy Solicitor, Felicity.cullen@childabuseinquiry.scot 
Neil MacFarlane, Document Manager, Neil.macfarlane@childabuseinquiry.scot 
 
The Inquiry will contact you later, formally, when it is ready to request the production of 
particular records from your organisation.  I hope that all records will be provided 
voluntarily, but you should be aware that the Inquiry has the legal power to compel the 
production of documents in the custody or control of your organisation. 
 
I hope that this letter will enable your organisation to respond promptly to a formal 
request for documents in due course.   
 
I thank you and your staff in advance for your assistance with this difficult task. 
 
 
Yours sincerely 
 
 
 
Ms Susan O’Brien QC 
Chair of the Inquiry  
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 Terms of Reference  
1. To investigate the nature and extent of abuse of children whilst in care in Scotland, 
during the relevant time frame.  
 
2. To consider the extent to which institutions and bodies with legal responsibility for the 
care of children failed in their duty to protect children in care in Scotland (or children 
whose care was arranged in Scotland) from abuse, and in particular to identify any 
systemic failures in fulfilling that duty.  
 
3. To create a national public record and commentary on abuse of children in care in 
Scotland during the relevant time frame.  
 
4. To examine how abuse affected and still affects these victims in the long term, and 
how in turn it affects their families.  
 
5. The Inquiry is to cover that period which is within living memory of any person who 
suffered such abuse, up until such date as the Chair may determine, and in any event 
not beyond 17 December 2014.  
 
6. To consider the extent to which failures by state or non-state institutions (including the 
courts) to protect children in care in Scotland from abuse have been addressed by 
changes to practice, policy or legislation, up until such date as the Chair may determine.  
 
7. To consider whether further changes in practice, policy or legislation are necessary in 
order to protect children in care in Scotland from such abuse in future.  
 
8. Within 4 years (or such other period as Ministers may provide) of the date of its 
establishment, to report to the Scottish Ministers on the above matters, and to make 
recommendations.  
 
Definitions:  
1. ‘Child’ means a person under the age of 18.  
 
2. For the purpose of this Inquiry, “Children in Care” includes children in institutional 
residential care such as children’s homes (including residential care provided by faith 
based groups); secure care units including List D schools; Borstals; Young Offenders’ 
Institutions; places provided for Boarded Out children in the Highlands and Islands; 
state, private and independent Boarding Schools, including state funded school hostels; 
healthcare establishments providing long term care; and any similar establishments 
intended to provide children with long term residential care. The term also includes 
children in foster care. The term does not include: children living with their natural 
families; children living with members of their natural families, children living with 
adoptive families, children using sports and leisure clubs or attending faith based 
organisations on a day to day basis; hospitals and similar treatment centres attended on 
a short term basis; nursery and day-care; short term respite care  
 

 



 
for vulnerable children; schools, whether public or private, which did not have boarding 
facilities; police cells and similar holding centres which were intended to provide care 
temporarily or for the short term; or 16 and 17 year old children in the armed forces and 
accommodated by the relevant service.  
 
3. “Abuse” for the purpose of this Inquiry is to be taken to mean primarily physical abuse 
and sexual abuse, with associated psychological and emotional abuse. The Inquiry will 
be entitled to consider other forms of abuse at its discretion, including medical 
experimentation, spiritual abuse, unacceptable practices (such as deprivation of contact 
with siblings) and neglect, but these matters do not require to be examined individually 
or in isolation. 
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